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WHAT’S YOUR PLAN OF ATT&CK?

USING THE MITRE FRAMEWORK TO ASSESS AND
IMPROVE YOUR SECURITY MATURITY
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There’s no one-size-fits-all for security,
the era of set and forget is all but
forgotten.

lan McShane, Research Director Analyst, Gartner, 2018



ATTACKS HAVE EVOLVED

OF COMPANIES EXPERIENCED OF THOSE ATTACKS UTILIZED EXPLOITS
5 4% 1+ ATTACKS THAT COMPROMISED DATA % OR FILELESS TECHNIQUES

OR IT INFRASTRUCTURE

Cyber criminals have broadened their reach to bypass simple but popular
security mechanisms and use bespoke software to target your organization
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AUTOMATED AND “MALWARE-AS-A-
3 SERVICE” TOOLS HAVE MADE FILE-
BASED DETECTION OBSOLETE

RISE OF NATION-STATE MALWARE NOW WORKS
HACKING GROUPS TO STAY HIDDEN
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. 1. ADAPTIVE
TODAY’S

TARGETED
ATTACKS ARE:

2. EXTENDED

3. DIVERSE

NOT JUST MALWARE. NO SINGLE TECHNIQUE.
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“It’s time to evolve from a file-based focus
to an adversary-based focus”

lan McShane, Research Director Analyst, Gartner, 2018



MITRE’S
ADVERSARIAL
TACTICS,
TECHNIQUES,
AND COMMON
KNOWLEDGE

(ATT&CK)

Provides the most comprehensive model of modern
attacker behavior
Informs defensive coverage and gap assessments
* allowing organizations to intelligently prioritize
areas for additional data collection, analysis, and
detection
When operationalized -- the framework moves
organizations from reactive to proactive postures
Helps bridge the gap between practitioners and
executives
* enabling leadership to make more informed risk
management and resource allocation decisions
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https://attack.mitre.org/wiki/Main_Page

“OPEN SOURCE MITRE ATT&CK Framework
FRAMEWORK

INITIAL PRIVILEGE CREDENTIAL LATERAL COMMAND
ACCESS EXECUTION PERSISTENCE ESCALATION  DEFENSE EVASION ACCESS DISCOVERY ~ MOVEMENT  COLLECTION AND CONTROL EXFILTRATION IMPACT
Drive-by Compromise  Application Accessibility Features  Path Interception Accessibility Features  Access Token Install Root Certificate  Account Account Discovery  Application Audio Capture Commonly Used Port  Automated Data Destruction
Shimming Maipulation Manipulation Deployment Exfiltration
- Exploit Public-Facing Appinit DLLs Redundant Access: Access Token Installutil Application Window  Software Automated Communication Data Encrypted
Application Command-Line Manipulation Binary Padding Brute Force Discovery Collection Through Removable  Data Compressed for Impact
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Execution Authentication Account Control Modify Registry Discovery Connection Proxy
Replication Through  through API Package Scheduled Task Application Shimming Credential Dumping Lagon Seript Data Staged Data Transfer Disk Content Wipe
Remavable Media Code Signing Network Share Network Service Custom Command and  Size Limits
- Execulion through Bootkit Security Support Provider  Bypass User Account Connection Removal Credentials in Files  Scanning Pass the Hash Data from Lecal Contral Pratocol Disk Structure Wipe
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Spearphishing via InstallUtil Hijacking or Infarmation Discovery Data from Contrel
4 s muxmum Object System Fimware Qgﬁfﬁsutulneuude Network Sniffing Remote File Copy Removable Media Data Obfuscation Inhibit System
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USING THE
MITRE
FRAMEWORK
TO ASSESS AND
IMPROVE YOUR

SECURITY
MATURITY

ldentify those groups who have previously
targeted your corporate ecosystem (e.g.,
parent company, supply chain, industry).

With this knowledge you can begin to prioritize
your ATT&CK coverage against previously
observed attacks.

Evaluate your current security tools coverage
of the appropriate ATT&CK vectors.
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MITRE ATT&CK MATRIX

PRIVILEGE CREDENTIAL LATERAL COMMAND
INITIAL ACCESS PERSISTENCE ESCALATION DEFENSE EVASION ACCESS DISCOVERY MOVEMENT EXECUTION COLLECTION EXFILTRATION AND CONTROL
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TO DAY MOST ORGANIZATIONS FOCUS

HERE
SECURITY

INITIAL PRIVILEGE CREDENTIAL LATERAL COMMAND
ACCESS EXECUTION PERSISTENCE ESCALATION  DEFENSE EVASION ACCESS DISCOVERY ~ MOVEMENT  COLLECTION AND CONTROL EXFILTRATION IMPACT
Drive-by Compremise  Application Accessibility Features  Path Interception Accessibility Features  Access Token Install Root Certificate  Account Account Discavery  Application Audio Capture Commonly Used Port  Automated Data Destruction
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WHY CURRENT

STRATEGIES * Inability to identify true gaps in defenses
« Patchwork of one-off solutions

ARE NOT  Qutdated threat models

WORKING « Lacking the ability to properly describe
today’s attacks




ATT&CK

FRAMEWORK
SECURITY
BENEFITS

Organizations can begin to optimize security

program

* Move from reactive to proactive defense
postures

* Expand defenses against other cells in the
ATT&CK matrix to prepare against future
attack vectors

* |dentify unknown security gaps -- verify
defenses.
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IF YOU DO NOT
KNOW WHERE
TO BEGIN

* MITRE also offers a free open-source tool
called Navigator to help organizations
understand what areas of the Matrix should be
prioritized.

* MITRE’s Groups page provides an overview of
attack groups and the industries they frequently
target.

JANVYOAN] I


https://mitre.github.io/attack-navigator/enterprise/
https://attack.mitre.org/wiki/Groups

-----

WITHOUT CONSIDERING YOUR ORGANIZATION'S OWN
CONTEXT, ATT&CK IS JUST ANOTHER DATA-POINT




ATT&CK Detections?

be powerful
enable hunters
transform your SOC

ENDGAME.



ATT&CK Detections?

Will be as easy as described
Will always lead to analytics
Will be a silver bullet

ENDGAME.



WHAT TO ASK A VENDOR
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REAL-TIME ALERT GENERATION ACROSS
THE KILL CHAIN IN
MITRE ATT&CK™

MITRE Gartner #®virustotat amMtso o SE | abs
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